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Q0 Kiém tra tinh hop |&é model

2 Kiém 16i bang tay phia server

QPinh nghia annotation kiém 16i tuy bién
0 Kiém 16i bang tay phia client vdi jquery
 Cho phép nhap di¥ lieu HTML

0 Kiém soat yéu cau gia lap



QD lieu khong hop 1€ nhap tir ngwoi st dung sé
gay cac 16i kho luong.

2 Vi vay viéc kiém soat dit liéu vao ludn déng vai
tro quan trong.

0 Cac 10i thudng gap
=Dé trong 6 nhap...
wKhong dung dinh dang email, creditcard, url...
=Sai kiéu sé nguyén, s6 thuc, ngay gio...

= Khdéng hop |& - phai cd gia trj toi thiéu, tdi da, trong
pham vi...

= Khéng dung nhu két qua tinh toan trudce



ASPnet M\/C5

Tén ddng nhdp

M3t kh3u

Ho va tén

Gidi tinh

Thu diégn to

Bién thoai di déng
Mgay sinh

Bia chi

Hinh anh

M3 bao mat

: Innghiem

$ M3 nay d3 du'gc s dung.

# Trudng bat budc.

Mhip ki m3t khdu mdi : |abc

$4 Gid tri nhdp khdng gidng.

# Trudng bat budc.

$& Khdng ding dang email.

2 DANG KV THANH VIEN

| Browse... |Khﬁng chdp nhan loai tap tin nay.

! @ Nam @ Nif

:Iabc

: I $ Truang bat budc.

- C\MetworkCig.xml

[ps & Sai i bao mar, AEBGAA
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ASPnet 11/ MO HINH KIEM LOI

Validate on Validate on
client side server side




0 Kiém sodat dit liéu cd thé thuc hién ca 2 phia la
client va server.
= Kiém phia client s& phdn &ng nhanh cho ngudi st
dung dé co thé sira chira ngay

= Kiém 16i phia server sé thuc hién cac 16i ma client
khéng thé lam dwoc néu dit liéu cd lién quan dén tai
nguyén server.

2 V&i MVC ban chi can viét 1 [An nhung kiém tra ca
2 phia la client va server. Néu vi mot ly do nao d6
ma client khong thuwc hién dugc thi da co server
thay thé.
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ASPnet \/\VC )

2 Ma trén Model

»Pinh kém cdc Attribute kiém [6i cho cac Property
v'[Required], [StringLength]...

2 Ma trén View
wHién thi |0i

v @Html.ValidationMessageFor(Property)
v @Html.ValidationSummary()

= Kiém I6i phia client
v’ @Scripts.Render("~/bundles/jquery")
1 Ma trén Controller

= Kiém 16i phia server
v'"ModelState.IsValid
v'"ModelState.AddModelError()
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Vi DU

. A .
Kiem |0i

Ho va tén

Tudi

| Kiém 15i

/

. 2 .
Kiém 10i

Ho va tén

n

Tén it nhat 5 ky tw !

Tubi

Khong dé trong !

Kiém I5i

\

. A .
Kiém |0i

Ho va tén
Nguyén Nghiém

+ Chuc mirng ban da nhap dang !

Tubi

25

Kiém 15i

Ho va tén

n

Tén it nhat 5 ky tw 1

Tubi

2

Tudi phai tr 16 dén 65 |

Kiém I5i




ASPnet \/\/C ‘

[W— A ™ \_I\_/l_l\_/\_//_l\_

public class EmployeelInfo

{

[MinLength(5, ErrorMessage="Tén it nhat 5 ky tu !")]
public String FullName { get; set; }
[Required(ErrorMessage="Khéng dé trdéng !")]

[Range(16, 65, ErrorMessage = "Tudi phai tir 16 dén 65 !")]
public int Age { get; set; }

Annotation

Thude tinh

Mo ta

[MinLength] | FullName Gigi han s6 lwong ky tu t6i thidu 13 5. NEu khdng nhip van hop 18 vi
khong sir dung Required

[Required] | Age Khéng dé tréng

[Range] Age Gidi han tudi tlr 16 dén 65




» f’*nr 5) (M) 5)
A&pnet MVC5 LONTROLLER

public class ValidatorController : Controller

{
public ActionResult Index() .2 x.
( Kiém loi
return View(); Ho va t&n
Tuc’ai

Kiém 16i phia server

///,ménﬁf

public ActionResult/Validate(EmployeeInfo model)

{
if (ModelState.IsValid)
{
ModelState.AddModelError("", "Chuc mirng ban da nhap dung !");
h \
t Vi "Index"); . x
} return View("Index"); BG sung théng bao 16i model
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@model Mvc5CodeDemo.Models.EmployeeInfo Thorlg b?O lo ,chung k‘hong baAo g(?m o
o xs da thong bao cho tung thudc tinh

<h2>Kiém loi</h2>

@Html.ValidationSummary(true)

@using (Html.BeginForm("Validate", "Validator"))

{
<div>Ho va tén</div>
@Html. TextBoxFor(m => m.FullName)
@Html.ValidationMessageFor(m => m.FullName)
<div>Tuéi</div> \ N
@itml. TextBoxFor(m => m.Age) Thoéng bao 16i cho trng thudc tinh
@Html.ValidationMessageFor(m => m.Age)
<hr />
<input type="submit" value="Kiém 18i" />
}

@section scripts{
@Scripts.Render("~/bundles/jqueryval™)
}

Thuc hién kiém 16i phia client
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Annotation M&b ta Vidu
[Required] Bat budc [Required]

public String Name{get;set}
[Range(Min, Max)] Gidi han sd trong khoang [Range(16, 65)]

public String Age{get;set}

[StringLength(Max)]

Gidi han d6 dai chudi

[StringLength (20, MinimumLength=5)]
public String Password{get;set}

[EmailAddress]

Binh dang email

[EmailAddress]
public String Email{get;set}

[CreditCard] Dinh dang sé thé tin dung [CreditCard]

public String CardNumber{get;set}
[Url] Binh dang url [Url]

public String Website{get;set}
[Compare(Property)] So sanh gia tri [Compare(“Password”)]

public String
ConfirmPassword{get;set}

[RegularExpression(Regex)]

So khap chudi

[RegularExpression(“\d{9}")]
public String IdCard{get;set}

[MinLength(Min)]

Gidi han t3i thiéu chudi,
mang

[MinLength(1)]
public String[] Hobbies{get;set}

[MaxLength (Max)]

Gidi han i da chudi, mang

[MaxLength (255)]
public String Description{get;set}




d [DataType(DataType.Password, ErrorMessage = "")]

= DataType.CreditCard

= DataType.Currency

= Datalype.Date

= DataType.DateTime

= DataType.Duration

= DataType.EmailAddress
= DataType.Html

= DataType.lImageUrl

= DataType.MultilineText
= DataType.Password

= DataType.PhoneNumber
= DataType.PostalCode

= DataType.Text

= DataType.Time

= DataType.Upload

= DataType.Url



L KIEM LOI BANG TAY
ASPnet 1//C -

public ActionResult Validate(5tring FullName, int Age)

{
if (5tring.IsNullOrEmpty(FullName))
{
ModelState.AddModelError("FullName"”, "Khéng dé trdng ho va tén");
¥
else it (FullName.lLength < 5)
{
ModelState.AddModelError("FullName”, "It nhdt 5 ky tu !");
h
it (Age < 16 && Age > 65)
{
ModelState.AddModelError(“Age”, "Tudi phai tir 16 dé&n 65 !M);
¥
if (ModelState.Count == 8) // khéng cd 10i nao
{
ModelState. AddModelError("", "Chic mirng ban d3 nhap ddng !");
¥

return View("Index");



ol Se TINK EM LET TUV BB
Benetwvc®  THUOC TENKH ki LOL TUY BIEN

public sealed class EvenNumberittribute: ValidationAttribute
{
public EuenNumberAttributag} : base("vui ldng nhdp s8 chdn !") { }

public override bool ISUaliﬂtpbject value)

{
if (value == null) RS
{ \\\
return true; ‘\
¥
return Convert.ToInt64(value) % 2. == @;
}
}
\ |

[EvenNumber]
public String Age{get;set}

- . —
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/1 Kiém 18- My ASP.NET Ap % \ Y

=2 [} localhost:53987/Validator/Index o7 =

Kiém |3i

Ho va tén

=script= for(;true; ) alert(*Hello™) } </scrif
Tudi

22

(

=
=
20
| )
)
JC
=

/| A potentially dangerous F. % \ Y

€« C | [Y localhost:53987/Validator/Validate
Server Error in '/ Application.

A potentially dangerous Request.Form value was detected
from the client (FullName="<script> for(;true;)...").

Description: AZP.NET has detected data in the reguest that iz potentialy dangercus because it might include
HTML markup or script. The data might represent an attempt to compromize the security of your application, such az a o
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ASPnet /v

/1 Kiém 18- My ASP.NET Ap %\ |

“« C | [Y localhost:53987 /Validator/Validate o

Kiém I0i

» Chac mirng ban da nhap dung !

Ho va tén

[ValidateInput(false)]
public ActionResult Validate(EmployeeInfo model)

<script= for(true;{ alert("Hello") } </scrif

Tubi f
22 if (ModelState.IsValid)
{
ModelState.AddModelError (™",
] \ "Chic mirng ban da nhap ddng !");

return View("Index");
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1 B6 sung @Html.AntiForgeryToken() vao form dé
tranh cac request gia mao

@using (Html.BeginForm("Withdraw”, "Bank™)) {
@Html . AntiForgeryToken( )
<Tieldset>
<legend>Fields</legend:>
<p
<label for="Amount”>Amount:</label:>
@HEtml . TextBox (" Amount™ )
</ p>
<p>
<input type="submit" walue="Withdraw"” />
</Sp=
</fieldset>

ank/Withdraw?Amount=9999”>
3ank/Withdraw?Amount=9999" >

4
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ASPnet MVCS

THUC HANH 1

s w The Email field is not a valid e-mail
address.

ConfirmEmail [e 'ConfirmEmail' and 'Email' do not match.

Age -1 The field Age must be between 16 and
65

Salary The Salary field is required.

creaittand e The CreditCard field is not a valid credit
card number.

ietsite E The Website field is not a valid fully-
qualified http, hitps. or ftp URL.

Photo e

SaigonMotoNumber[e The field SaigonMotoNumber must match
the regular expression '5\d-[A-Z]\d-((\d{4))|(\d{31 \d{2}))"
Applicauonvy ASPNET MVCS | The field Description
ApplicationMy ASP.NET MVC5

Description ApplicationMy ASP.NET MVC5 !
Application P

must be a string with a maximum length of 255.

Save
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THUC HANH 2

a NicEditor

Font Family.

Font Format ==



